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SYSTEM AND METHOD FOR ACCESSING READ ONLY ANSI TABLES IN AN
ELECTRICITY METER

Field of the Invention

The present invention relates to utility meters, and in particular, to utility meters

that include ANSI C12.19 tables for storing programs or data for use by one or more

programmable processors within a meter.

Background of the Invention

Utility meters, for example, electricity meters, often employ microprocessors to

obtain comprehensive information regarding consumption of a monitored commodity by

a facility or system. In the past, mechanical counter-type meters could only provide

limited information such as the accumulated total quantity of electricity, gas, or water

consumed. However, current processor-based meters have the capability of providing a

variety of functions related to the monitored commodity. For example, processor

controlled electricity meters are able to provide one or more of the following functions:

voltmeter, watt meter, VA meter, distortion indicator, ammeter, VAR meter, phase angle

meter, and phase rotation meter. Additionally, such meters are able to perform usage

analysis such as load-profiling as it is known in the electricity metering industry, demand

analysis to identify high demand periods during a day or a month, time of use metering to

evaluate cost rates that vary according to the time of day, and diagnostics ofboth the

meter and the system to which it is connected. In the case of electricity meters, such

advanced capabilities still require fundamental metering measurements, such as voltage,
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current, energy and reactive energy. The processing device uses the fundamental

measurement information (and a real-time clock if necessary) to perform any or all of the

above advanced functions.

One problem facing the industry is that with so many functions available, there is

a need to allow energy customers and/or utilities to define what functions they desire their

meters to perform. Energy customers typically fall into one of three classes: high end

users, commercial users, and residential users. High end users are typically energy

producers who want to monitor energy parameters at distribution nodes and switching

yards. Commercial users include manufacturing facilities as well as office and retail

complexes that have a meter for each machine on a manufacturing line or a meter for each

tenant, respectively. Residential users are single family dwellings with meters for

measuring usage on a billing cycle basis. High end and commercial users are likely to

want to have some control over the functionality implemented by a meter while a utility

probably controls the type and number of functions performed by meters for its residential

customers.

Until 1997, the data and functions used in meters and available from meters were

typically proprietary concerns of the meter manufacturers. In 1997, ANSI promulgated

its C12.19 standard to provide interoperability for programmable meters. These standards

were developed to define a set of flexible data structures called tables for use in metering

devices. The standard also formulated a protocol for identifying and describing these

tables. Additionally, the standard included manufacturer-defined tables in an effort to

support further flexibility. The data stored in these tables control how the meter

processes data, what calculations it performs, and what outputs it produces. These
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functions include the time and date with support for daylight savings time, time of use

rates, total usage monitoring, rate calculations, a list identifying the items to be displayed

by the meter, and timing parameters for relay control The table data organization is an

improvement over the previous industry practice, which was to write custom software to

perform all of these functions.

The tables defined by ANSI C12. 19 are organized by decades. The DecadeO

tables are configuration tables for a meter. TableOO in DecadeOO is a general

configuration table. Among the data included in this table are two data fields, one of

which identifies the standard tables to which data may be written and the other ofwhich

identifies the manufacturer tables to which data may be written. The data placed in these

fields is determined by the manufacturer of the meter. The Decade4 tables are security

data tables for the meter. A list of passwords may be stored in Table42. Each password

is for a group level. A default data field for each group level is maintained in Table43

that defines the tables in the meter that a user presenting the corresponding password may

read/write or read only. Data that modifies the group access data stored in Table43 is

stored in Table44. Thus, during a communication session, a meter may communicate

with an external device to determine its group level and respond to its read and write

requests in accordance with the data stored in Table43 and Table44.

While the data structures of the ANSI standard promote open platform access for

metering devices, the structure suffers from some limitations. One limitation is the

possibility that a meter manufacturer may limit a particular group's access to a data table

to be read-only. Consequently, an external device at a manufacturer's facility or in the

field communicating with a meter may be denied access to write data to one of the data
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tables within a meter. One example of a need to write data into an inaccessible table may

occur when a field technician determines that a meter is out of calibration. As a result,

the technician may need to write new calibration parameters into the meter's memory in

order to bring it back into calibration. If the equipment used by the technician cannot

supply a password to the Decade4 tables for a group that is authorized to write data into

the appropriate table, the meter cannot be brought into calibration. Another limitation

may occur when a factory or field technician needs to write a procedure or operational

data into a data table to upgrade the meter's capability. Again, the Decade4 security

tables may deny the equipment used by the technician to write data into the appropriate

table. However, assigning a group level to the field service or factory device may grant

the device access to data areas other than those required for effective servicing.

Furthermore, setting group level access codes to values that accommodate occasional

needs is overkill and may subject the meter to unauthorized tampering. Probably the

most frequently occurring need arises when meter functions are modified or new meter

functions are added at a factory or in the field. This task is also adversely impacted when

the external devices used by the factory or field personnel are not authorized to modify

particular tables within a meter.

What is needed is a way of occasionally bypassing the security provided by the

Decade4 tables so that data may be written into ANSI CI 2. 19 data tables.

What is needed is a way of screening access attempts to write data into ANSI

CI 2. 19 data tables that selectively enables data writes into data tables that are read only

for a particular group level.
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Summary of the Invention

The above problems are addressed by providing a utility meter with a procedure

for selectively enabling a data write to a read only data table. The inventive procedure is

comprised of a security component and a security bypass component. The security

component of the procedure includes a security key generator, an access key generator,

and an access key comparator. The generated security key is provided to an external

device. The external device and access key generator of the procedure each generate an

access key and the external device sends its generated access key to the procedure. The

access key comparator of the procedure compares the access key from the external device

to the access key generated by the procedure and, if the two access keys are the same, the

bypass component is activated. The bypass component includes an unlock timer and a

data access monitor. If the monitor detects a data access operation by the external device

before the timer expires, it allows the operation to occur regardless of the access data

state for the group level of the external device. After the data access operation occurs or

the time expires, the bypass component is deactivated so that any subsequent data access

operation is handled by a procedure using the Decade4 security tables.

Preferably, the security key is generated from variable data within the meter so

that it is not a constant value. Preferably, the variable data is arithmetically combined

with data associated with the meter so the security is unique to each meter. The variable

data helps prevent an intruder from indefinitely attempting to determine the security key

generation scheme and the use of the meter data to generate the security key adds

variability between meter devices for additional security. Preferably, the security key is

augmented by the external device with additional data that is also stored in the meter.
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Both the external device and security component operate on the augmented key to

generate the access key. The operation performed on the augmented key may be any

known encryption algorithm or hashing function. The output of the operation on the

augmented key is an access key. As long as the external device and security component

generated the same result, the bypass component is activated to bypass the Decade4

security tables for the next data access by the external device. Otherwise, the next data

access by the external device is subject to the Decade4 security tables.

A method for implementing the principles of the present invention includes

generating a security key, providing the security key to an external device, generating an

access key from the security key, and comparing the generated access key to an access

key generated by the external device to determine whether a data access by the external

device is subject to security procedures. The method may also include augmenting the

security key before generating the access key to enhance the security of the method.

Furthermore, the method subjects additional data accesses to security procedures unless

another security key is requested and another access key is generated for determining

whether security procedures are bypassed.

It is an object of the present invention to support the occasional bypassing of the

security provided by the Decade4 tables so that data may be written into ANSI CI 2. 19

data tables.

It is an object of the present invention to screen data access attempts to write data

into ANSI CI 2. 19 data tables so that data writes to tables that are read only may be

selectively activated.
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Brief Description of the Drawing

The present invention may take form in various system and method components

and arrangement of system and method components. The drawings are only for purposes

of illustrating exemplary embodiments and are not to be construed as limiting the

invention.

FIG. 1 shows an exemplary block diagram of a meter in which a system and

method of the present invention may be used.

FIG. 2 shows the components of a system that may be incorporated in the meter of

Fig. 1 to implement the principles of the present invention;

FIG. 3 shows an overview of an exemplary communication session to bypass

security procedures for a data table within the meter of Fig. 1 ; and

FIG. 4 shows an exemplary method of determining whether to enable a data write

to a data table within the meter of Fig. 1.

Description of the Invention

Fig. 1 shows an exemplary system in which the present invention may be

implemented. The system includes a meter 10 that operates in accordance with the

principles of the present invention. Meter 10 is communicatively coupled to a plurality of

utility host computers, exemplified by external computers 26 and 28, via a computer

network 24, such as the Internet. Of course, network 24 may be any computer network

such as a local area network (LAN) or wide area network (WAN) that supports

communication between computers on network 24 and meter 10. Alternatively, the

network may be a telephone network and meter 10 may be provided with a modem for the
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communication of data with a remote utility host. Although not shown, meter 10 may

also communicate with an external handheld device as may occur in a field service or

factory service situation. The external handheld device may communicate with meter 10

through an optical port, such as an infrared communication port, or a hardwired port, such

as a cable terminating in a connector that mates with a connector on the meter.

Alternatively, an external handheld device or utility host may communicate with a meter

10 through a radio frequency, cellular network, or other wireless method.

Meter 10 includes a signal processing component 15, a processor 18, a display 20

and a communication circuit 22. Signal processing component 15 is operable to measure

a consumed quantity and generate basic consumption data therefrom. In the exemplary

embodiment of an electricity meter described herein, the basic consumption data may

suitably include voltage information, current information, energy information (watt-

hours), and reactive energy information. By way of example, signal processing

component 15 includes one or more voltage and current sensors 12, one or more A/D

converters 14 and a digital signal processor 16. Further detail regarding suitable signal

processing elements of meters maybe found in U.S. Patent No. 6,043,642 and U.S.

Patent No. 5,627,759, both ofwhich are expressly incorporated herein by reference.

Electricity is often provided in multiple phases. Accordingly, voltage and current sensors

12, A/D converters 14 and digital signal processor 16 may be configured to generate the

basic consumption data for each phase as taught by U.S. Patent No. 6,043,642 and U.S.

Patent No. 5,627,759.

Signal processing component 15 provides the basic consumption data to processor

18. Processor 18 may execute meter function programs persistently stored in memory 30
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to generate various metering totals and perform various meter functions using the basic

consumption data. Such functions may include time-of-use metering, demand metering,

various types of diagnostics, load profiling, harmonic analysis, power quality metering

and other types of meter functions known in the art. Processor 18 may display

information derived from the performance of the meter functions on display 20. Memory

30 may include persistent storage units such as EEPROM or the like as well as volatile

memory such as RAM. Some or all of this memory is organized in accordance with the

ANSI C12.19 standard. Variable data generated during the execution of programs by

processor 18 may be stored in the volatile portion ofmemory 30 as these data are

generated and/or modified. The ANSI CI 2. 19 standard was developed, in part, to define

data structures for the storage of data generated by a meter 10. To limit access to the

memory within a meter 10, the standard provides Decade4 security tables. As processor

18 executes its program for communicating with external devices, it uses the data in the

Decade4 tables to correlate an external device to a group and to identify the type of data

operations that the external device may perform on the data tables of meter 10.

Consequently, modifying or adding meter functions or parameters at a factory or in the

field may be difficult because the external devices used by factory or field personnel may

not have authorization to modify particular tables within a meter.

To provide a meter 10 with additional meter functionality or to change the

operational parameters used by a processor within meter 10, a procedure to be executed

by processor 18 maybe implemented with the components shown in Fig. 2. Procedure 50

includes a security component 54 and a bypass component 58. Procedure 50 is preferably

a computer program executed by a processor in the meter. It receives input through
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Table7 of a meter implementing the ANSI CI 2. 19 standard and its output is placed in

Table8. The output data may be later read to determine whether a data access operation

was successful. Security component 54 includes a security key generator 60, an access

key generator 64, and an access key comparator 68. Security key generator 60 generates a

security key that is communicated to the external device. The security key is also

provided to access key generator 64 to generate an access key. The external device

generates an access key from the security key and sends the resulting access key to access

key comparator 68. If the internally generated access key is the same as the externally

generated access key, a data operation enable signal is generated and sent to bypass

component 54. Bypass component 54 includes an unlock timer 70 and a data access

monitor 74. In response to the data operation enable signal, unlock timer 70 is initiated to

time an unlock interval and data access monitor 74 monitors data access operations

performed by the external device. Upon detection of a data access operation by the

external device or upon expiration of the timer, bypass component 58 resets access key

comparator so the data operation enable signal is no longer generated. Consequently,

subsequent data access operations are processed in accordance with the Decade4 security

tables. In this manner, data reads or writes are enabled for any table within meter 10 as

long as the external device is able to generate an access key from the security key that is

the same as the access key generated by the security component 54. The external device's

data access to the tables of meter 10 is limited to one access operation to reduce the

likelihood that access not subject to Decade4 security table processing does not continue

indefinitely.
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A portion of a communication session in which the system of the present

invention operates is shown in Fig. 3. The portion begins with a request from the external

device for a security key. This request invokes a request processing procedure preferably

stored in Table7 by the manufacturer. Using a function, Fsk ,
procedure 50 generates a

security key and stores it in Table8. The external device reads the security key from

Table8. Substantially in parallel, the external device and procedure 50 use a function, Fak,

to generate an access key from the security key. The external device provides the access

key it generated to the procedure and the procedure compares it to the one that it

generated. If the two are the same, an unlock timer is set. Preferably, the unlock time

corresponds to the length of time required for a data access operation by the external

device. Once the timer expires or the external device performs a data access operation,

such as a read or a write to one of the tables or procedures in meter 10, subsequent data

access operations are subject to the security processes implemented with the Decade4

tables.

In a preferred implementation, function Fsk forms a security key from variable

data within the meter and static data associated with the meter 10. The variable data may

be data associated with a value being read by one of the meter's sensors, time data, or the

like. Static data may include meter identification data, manufacturer identification data, a

combination of such data, or the like. The function may also include arithmetic

operations on the data to frustrate attempts to predict a security key. Preferably, both the

external device and procedure augment the security key with additional data before

submitting the security key to the function Fak to generate the access key. This additional

data is stored in the meter 10 by the manufacturer and is also stored in the external
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device. This additional data further ensures that only authorized users are able to modify

the data tables or procedures of a meter without reference to group level security

parameters. The function Fak is preferably a known encryption or hashing scheme.

A method for implementing the present invention in a meter is shown in FIG. 4.

The method includes receiving a request for a security key (block 100). A security key is

generated (block 104) and provided to an external device (block 108). Preferably, the

security key is augmented with additional data (block 110). The augmented security key

is processed with a function Fak to generate an access key (block 114). An access key

generated by the external device is received (block 118) and compared to the internally

generated access key (block 120). If the access keys are the same, an unlock timer is set

(block 124) and data access by the external device is monitored (block 128). Otherwise,

security processing with Decade4 table parameters resumes (block 138). Once the timer

expires (block 130) or the external device performs a data access operation (block 134),

security processing using Decade4 tables resumes (block 138) until another security key

is requested and the process commences again.

While the present invention has been illustrated by the description of exemplary

processes and system components, and while the various processes and components have

been described in considerable detail, applicant does not intend to restrict or in any limit

the scope of the appended claims to such detail. Additional advantages and modifications

will also readily appear to those skilled in the art. The invention in its broadest aspects is

therefore not limited to the specific details, implementations, or illustrative examples

shown and described. Accordingly, departures may be made from such details without

departing from the spirit or scope of applicant's general inventive concept.
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